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ABSTRACT
Virtually every Internet communication typically involves
a Domain Name System (DNS) lookup for the destination
server that the client wants to communicate with. Opera-
tors of DNS recursive resolvers—the machines that receive a
client’s query for a domain name and resolve it to a corre-
sponding IP address—can learn significant information about
client activity. Recognizing the privacy vulnerabilities asso-
ciated with DNS queries, various third parties have created
alternate DNS services that obscure a user’s DNS queries
from his or her Internet service provider. Yet, these systems
merely transfer trust to a different third party. We argue that
no single party ought to be able to associate DNS queries
with a client IP address that issues those queries. To this end,
we present Oblivious DNS (ODNS), which introduces an addi-
tional layer of obfuscation between clients and their queries.
To do so, ODNS uses its own authoritative namespace; the
authoritative servers for the ODNS namespace act as recur-
sive resolvers for the DNS queries that they receive, but they
never see the IP addresses for the clients that initiated these
queries. Our experiments using a prototype show that ODNS
introduces minimal performance overhead, both for indi-
vidual queries and for web page loads. Critically, we design
ODNS to be compatible with existing DNS infrastructure.

1 INTRODUCTION
Almost all communication on the Internet today starts with a
Domain Name System (DNS) lookup. Before communicating
with any Internet destination, a user application typically
first issues a Domain Name System (DNS) lookup, which
takes a domain name (e.g., google.com) and returns an IP
address for the server that the client should contact. Today,
the DNS requires the user to place tremendous trust in DNS
operators, who can see all of the DNS queries that a user
issues. Whether the operator is an Internet service provider
(ISP) or a third party is less concerning than the fact that
some single operator can observe and retain this sensitive
information. This paper presents a system, called ODNS,
which attempts to solve this problem.

As DNS operates today, queries and responses are view-
able as plaintext at the recursive resolver, even if the client
is using an encrypted channel between it and the recursive
resolver. As a result, they can reveal significant informa-
tion about the Internet destinations that a user or device is
communicating with. For example, the domain names them-
selves reveal the websites that a user visits. Previous work
has also demonstrated that DNS lookups can identify the
websites that a user is visiting even when they are using an
anonymizing service such as Tor [1]. Recursive DNS resolver
operators can readily associate and track client identities
(i.e., IP addresses) along with information about their DNS
queries, creating a fundamental point of privacy risk.
A user’s ISP often operates the user’s default recursive

DNS resolver, giving the ISP potentially extraordinary access
to DNS query information. To mitigate this risk, several
entities, including Google, Cloudflare [7], and Quad9 [4]
operate “open” recursive DNS resolver services that anyone
can use as an alternative to their ISP’s DNS recursive resolver.
Yet, when a user switches to such an alternate resolver, the
privacy problem isn’t solved; rather, the user must then trust
the operator of the open recursive rather than their ISP.
Essentially, the user must decide whether they trust their
ISP or some other organization—some of which are even in
the business of collecting data about users.

Other approaches have layered encryption on top of DNS [2,
3, 5]. This work takes a different tack. Instead of merely shift-
ing the trust anchor from an ISP to some other third party,
we seek to prevent a recursive resolver from associating
client identities with the queries they make. To do so, we de-
sign, implement, and deploy Oblivious DNS (ODNS), which
(1) obfuscates the queries that a recursive resolver sees from
the clients that issue DNS queries; and (2) obfuscates the
client’s IP address from upper levels of the DNS hierarchy
(i.e., the authoritative servers). ODNS operates in the context
of the existing DNS protocol, allowing the existing deployed
infrastructure to remain unchanged. ODNS decouples client
identity from queries by leveraging the behavior of the global
DNS system itself. A client sends an encrypted query to a
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recursive resolver, which then forwards the query to a ODNS
resolver (an authoritative DNS server that can resolve ODNS
queries). The recursive resolver never sees the domains that
the client queries, and the ODNS resolver never sees the IP
address of the client.
We design ODNS with performance being paramount.

Tunneling DNS over the Tor network provides users with
anonymity, but Tor’s fundamental design introduces sub-
stantial network latency to the end-to-end path. As DNS un-
derpins almost all web traffic, increased DNS lookup latency
would present an outsized impact of web performance [6].

ODNS provides benefits for both the recursive resolver
operators as well as users of the system. ODNS reduces the
information that operators are able to know as they cannot
associate queried domains with client identity, making them
less-valuable targets. In essence, the operators are oblivious
to their client’s requests. Likewise, users of ODNS benefit in
that they are no longer required to trust that their recursive
resolver has their best interests at heart. Instead, users can
be assured that all DNS infrastructure beyond the stub is
unable to link their identity with their querying behavior.

We design ODNS to be immediately deployable alongside
existing DNS infrastructure. We implement this functionality
in a prototype ODNS stub and ODNS resolver in Go. ODNS’s
privacy enhancements come at a performance cost. Our trace-
driven evaluation shows that any individual uncached DNS
lookup is slower due to two factors: 1) our cryptographic
operations add roughly two milliseconds to the lookup time;
and 2) the round-trip time between the client and the ODNS
resolver is added for each lookup. We mitigate the impact
of round-trip time latency by designing ODNS to use any-
cast. Ultimately, our evaluation shows that the performance
overhead on web page load times is negligible. Additionally,
we reduce the traffic burden placed on existing recursive
resolvers by implementing a cache at the stub resolver.

2 OBLIVIOUS DNS (ODNS)
Figure 1 summarizes the ODNS design. ODNS operates simi-
larly to conventional DNS, but alters two components: (1) each
client runs a modified stub resolver; and (2) an organization
operating ODNS runs an authoritative name server (ODNS
resolver) that also acts as a recursive DNS resolver.
The recursive DNS resolver has access to the client IP

address, but it never sees the domains that it queries. ODNS
requires the client to use a custom local stub resolver, which
hides the requested domain from the recursive resolver. The
ODNS stub resolver encrypts the original DNS query and the
key used for encryption before it appends a plaintext ODNS-
specific domain (e.g., .odns) to the query, which causes the
recursive resolver to forward the encrypted domain name on
to the appropriate authoritative server (an ODNS resolver).

Figure 1: Overview of components in ODNS.

The recursive DNS resolver receives the request from the
client stub, but cannot identify the genuine domain. It queries
the appropriate TLD nameserver and forwards the request
to the ODNS resolver. The steps involved in answering a
client’s DNS request proceed as follows:
(1) When a client issues a DNS request, the local stub re-

solver generates a symmetric session key, encrypts the
domain name with the session key, encrypts the ses-
sion key with the ODNS resolver’s public key, and ap-
pends the ODNS domain (e.g., .odns) to the encrypted
query. ({www.foo.com}k .odns.) The stub also appends
the session key encrypted under the ODNS resolver’s
public key ({k}PK )

(2) The stub sends the query to the recursive resolver,
which then sends it to the authoritative nameserver
for the specified ODNS domain.

(3) The ODNS resolver decrypts the session key, which it
then uses to decrypt the genuine domain in the query.

(4) The ODNS resolver forwards a recursive DNS request
to the appropriate name server for the plaintext do-
main, which then returns the answer to the ODNS
resolver.

(5) The ODNS resolver returns an encrypted answer to
the client’s recursive resolver.

3 CONCLUSION
DNS queries can reveal personal information and allow DNS
resolvers to associate such information with client IP ad-
dresses. Users are required to place trust in their recursive
DNS resolver. Privacy-focused, third party DNS resolvers
simply shift the trust without alleviating the fundamental in-
formation exposure. In this work, we present ODNS, a system
that decouples client IP address from DNS queries, removing
the need for trust altogether as no DNS infrastructure outside
of the user network is able to obtain both pieces of informa-
tion. ODNS is designed to be fully-compatible with existing
DNS infrastructure and requires only minimal changes. Our
evaluation of ODNS reveals that latency overhead is minimal,
performance for user web traffic is acceptable, and minimal
impact on recursive resolver traffic.
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