b

10:11:55.160097 IP 5353 > .5353: @ [1a] PTR (QM)? _smb._tcp.local. (72)

10:11:55.160515 IP EyNMEEWNEINEY . 5353 > rZM /WYl . 5353: 0*- [0q] 3/0/6 (Cache flush) TXT "rpHN=1a6925a7eb85" "rpFl=0
k20000" "rpVr=180.4" "rpHA=d2a7130d66f9" "rpAD=0b317fbd0588" "rpHI=48ec799123d3" "rpBA=93:47:98:8F:41:F0", PTR macbot._
ompanion-link._tcp.local., TXT "model=MacBook1®,1" "osxvers=19" "ecolor=157,157,160" (410)

10:11:55.161043 IP SYSMEREWNWASMVYA 137 > .137: NBT UDP PACKET(137): QUERY; REQUEST; BROADCAST
10:11:55.172797 IP iCrauvg "&F 4/ <43 > = .59303: Tla,s [P.], seq 79560:80580, ack 67861, win 5963, length 1

10:11:55.172890 IP ENNEEERA A Al. 59,0 - b= 2 AT T WV A Al 11
10:11:55.178540 IP EhpuEEM k@Al 50190 > 1%1.443: Flags [S], seq 3078952158, win 65535, options [mss 1460,nop

,wscale 6,nop,nop,TS val 1076035316 ecr @ 'sackOK.eoll, length @
10:11:55.193603 IP AT . 443 > @ 1. 2190: "acs R.] .q @ ack 3078952159, win 8212, length @
10:11:55.194481 IP EiNuEEBNEIuNAl. 50191 > 7M. el “.443:r+lags [S], seq 1w99117591, win 65535, options [mss 1460,no

b,wscale 6,nop,nop,TS val 1076035331 ecr @,sackOK,eol], length @
10:11:55.194913 1P EVNEEERELNERA. 5019 » MEUVETIR, 443 Flrce [S] rno 4744328818, win 65535, options [mss 1460,nop
,wscale 6,nop,nop,TS val 1076035332 ecr ¢,sackUk,eot], lengtn ¥

“ ATrp. v2- report m

RLe: bui3z: riays (R.], seq 9, ack + 44526819, win 8212, length 0

4 .50191: Flags [R.], seq @, ack 1099117592, win 8212, length 0

10:11:55.213671 IP SYSMEEMNE- VAl 50193 > Syl 443: Flags [S], seq 2768536747, win 65535, options [mss 1460,nop
,wscale 6,nop,nop,TS val 1076035349 ecr 0,sackOK,eol], length @
10:11:55.229502 IP 3 > 193: Flags [R.], seq @, ack 2768536748, win 8212, length 0
10:11:55.230620 IP SYSmEEMNET-MVAl 50194 > “UM/BuYAWZ: 443: Flags [S], seq 730766292, win 65535, options [mss 1460,nop
,wscale 6,nop,nop,TS val 1076035366 ecr 0@,sackOK,eol], length @

10:11:55.231308 IP ExEmEEMNE:MiVal. 50195 > UMMMy . 443: Flags [S], seq 4080278356, win 65535, options [mss 1460,nop
,wscale 6,nop,nop,TS val 1076035366 ecr 0,sackOK,eol], length @

y @SimranPatil25 @nikitab




In the beginning...

GET /~nikitab/ HTTP/1.1
Host: geocities.com

k HTTP/1.1 200 OK

<blink>this page is GeoCities
under
construction</blink>

7 \EF[:

http://geocities.com
/~nikitab/

under construction

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?" 2



DNS A? irtf.org

HTTP/1.1 200 OK

<title>ANRW’19</title>

query :
trtt.orag A 4.31.198.44
ClientHello
TLS « SNI irtf.org
handshake o
Server Certificate
- CN=irtf.org
[ GET /anrw/2019/ HTTP/1.1
, Host: irtf.org :
' I
TLS : I
encrypted :
' I
' |
1 I

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?" 3



e Emm o o o o o o o o O e e e O oy,

HTTP/1.1 200 OK

4.31.198.44

query .
trtt.orag A 4.31.198.44
. _ClientHello _ _ _ ________
TLS | w SNI irtf.org _ ESNI .
handshaker— -~~~ "~~~ =~~~ === ==°=°°% O O8O
I Server Certificate :TL513 <><><> <><><><>
| = CN=irtf.org I ' _=<>\//\\M-
____________________ J
s T T T T TS E T ~ O <>
\ o
[ GET /anrw/2019/ HTTP/1.1 SO
. |
: Host: irtf.org : T
|
TLS : l
encrypted :
| I
' I
'\ I

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?" 4



What can you learn from a domain name?

drugrehab.ca :
vim.org

whatisabrony.com dailystormer.name

www.lgbtcenters.org

foxnews.com lymphoma.ca

nickleback.com
anime-expo.org aljazeera.com
www.oshawamosgue.com

furrycons.com
montrealcathedral.ca

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?"



Methodology

Page
Alexa g|oba| resources: domains =>
URLs, IP address =>
top 1000000 domains, rDNS
types
Image 944 094 sites 1 819 087 domains
90 514 000 objects 1 795 506 resolved
741 049 IPs
HTML
Other
Font
XHR
Script Stylesheet

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?"



rDNS

Public Suffix List (PSL) match:

No match serverl.facebook.com =~ facebook.com

PSL match
Match

No rDNS

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?"



Domains and IPs

domainl

domain?2

domain3
Average

in-degree: 3.14

Average
degree: 1.46

domain4

domain5

domain6

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?"



IP Anonymity Set

domainl

domain?2

domain3

Average
in-degree: 3.14

Average
degree: 1.46 [

domain5

domain6

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?"



IP Anonymity Sets

# of Sets

ANRW'19

10° 1

10° 1

103 E

10° ;

101 e

47.6% IPs have an anonymity set of 1 |

Largest anonymity set has 16 050 domains |

20 40 60 80 100
Anonymity set size

S. Patil & N. Borisov, "What Can You Learn from an IP?" 10



Site-unique IPs

domain3

ANRW'19

domain4

E.g., 74.125.132.154 has an
anonymity set of 1—
stats.g.doubleclick.net—but is
seen on over 10% of all the sites
in our data set!

S. Patil & N. Borisov, "What Can You Learn from an IP?"
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Site-unique |Ps

ANRW'19

domainl

68% of IPs in our set are sit%
A

43% of sites use at least 1 resource that
maps to a site-unique IP ’

N | N ——
For 39.5% of sites, the front page maps » &

to a site-unique IP

IP 3

S. Patil & N. Borisov, "What Can You Learn from an IP?"
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Page Load Fingerprints

< queen-elizabeth-montreal

—.

m fairmont-prod.js

@ font.css

s fairmont.min.css

css| tripadvisor.min.css

«ss| 3colbigbanner.min.css
s s_code.js

7j§ accorhotelsconnect.js

WebResource.axd

a3

& 593e534a-7cf8-4956-b5a9-4c8da07c...

ANRW'19

& www.fairmont.com
& cloud.moovweb.net

& www.fairmont.com

& d1r80pgesjju2u.cloud...
& d1r80pgesjju2u.cloud...

& www.fairmont.com

& d1r80pgesjju2u.cloud...

& secure.accorhotels.ws
& www.fairmont.com

& www.fairmont.com

document 23.64.109.196:443
js 192.33.31.70:443
css 23.64.109.196:443
css 99.84.112.4:443

css 99.84.112.4:443

css 23.64.109.196:443

js 99.84.112.4:443

js 193.200.231.133:443
js 23.64.109.196:443
ipg 23.64.109.196:443

23.64.109.196

192.33.31.70
98.84.112.4
193.200.231.133

S. Patil & N. Borisov, "What Can You Learn from an IP?"
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Site IP sets

domainl
IP 1
y domain2 —_
IP 2
s domain3 '
IP 3

site3 IP
set

K%J% sites have a unique IP set

cluster of 903 sites has same IP set ]\m
-

ANRW'19 S. Patil & N. Borisov, "What Can You Learn from an IP?" 14



What about CDNs?

* Many CDNs use same IP address for all sites but
e Ported IP space
* Connections w/o SNI

* In our data set 200K domains are hosted by CloudFlare, using 91K IPs
* Including 3% of the sites with a site-unique front page IP

* Randomizing or normalizing IP addresses could help



Conclusions

* DNS privacy offers limited protection
* For web browsing
* Against an adversary with a good prior list of sites

* In our Alexa 1M crawl dataset
* 48% of all IPs map to a single domain
* 68% of all IPs map to a single site
* 43% of all sites contain a site-unique IP
* 95% of sites have a unique IP set

* Changes to web hosting infrastructure could help
* Normalize or randomize CDN IP addresses



