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ABSTRACT

Multiplexed Application Substrate over QUIC Encryption

(MASQUE) is a new protocol mechanism that is currenty

under standardization in the IETF. MASQUE defines an ex-

tension to the HTTP CONNECT method in order to support

QUIC-based tunneling and forwarding of UDP and IP traffic.

In this paper we discuss use cases for aMASQUE-based proxy

setup that addresses challenges in performance optimization

in cellular networks. The presented use cases realize different

services based on the supported level of cooperation between

the three involved parties, i.e., the client, the proxy, and the

target server.

CCS CONCEPTS

•Networks→ Transport protocols;Middle boxes / net-

work appliances.
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1 INTRODUCTION

When the end-to-end network path consists of a wired- and a

wireless domain with different characteristics, it is challeng-

ing for the congestion control in the end-to-end transport

protocol to optimize for any specific characteristics as it is

unknownwhere the bottleneck is. This motivated the deploy-

ment of Performance Enhancing Proxies (PEPs) in cellular

networks. These proxies split the end-to-end TCP connec-

tion and provide two separate, shorter control loops for the
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two domains. 5G networks are going to provide very high

peak data rates (around 10Gbps) and significantly decreased

delay, however, due to the propagation properties of the

new mmWave radio in 5G, the available bandwidth can also

show high volatility. These factors intensify the need for a

shorter control loop for congestion control and local opti-

mization in 5G networks [5]. QUIC [1], a new and inherently

encrypted transport protocol, which is being increasingly

deployed instead of TLS over TCP, makes traditional connec-

tion splitting performance optimizations impossible without

breaking end-to-end encryption, and as such requires new

approaches to realize similar services as used by currently

deployed in-network traffic management solutions.

In this paper, we discuss a cooperative approach to en-

able network-assisted performance enhancements for en-

crypted transport protocols. Rather than intercepting any

connection at the proxy, with our cooperative approach us-

ing MASQUE as the signaling protocol towards the proxy,

there are now two layers of connections: a tunnel connec-

tion between the proxy and the client and the end-to-end

connection between the client and the target server with

an own, unmodified end-to-end security context that guar-

antees confidentiality, source authentication, and integrity

between the endpoints. As such, using QUIC-based tunneling

also establishes a secure communication channel between

the mobile terminal and the proxy as shown in Figure 1.

It provides an opportunity to offer additional services like

faster loss recovery by the proxy or exposure of up-to-date

network information that can be used to assist congestion

control. Separation of communication channel data and tun-

nel data is achieved by establishing separate QUIC streams

or datagram flows, within the same connection. This new

design approach, where explicit consent in requesting a ser-

vice is required, enables proxy services without breaking the

end-to-end principle of the transport and application layers.

2 USE CASES

2.1 Local loss recovery

If the QUIC tunnel between the client and MASQUE proxy

covers a local high loss link, QUIC streams can be used which

provide reliable and in-order delivery. Even though loss of IP
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