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Ambiguities

ICMP messages are sent in several situations: for example, when a
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Are we close to near 0-ambiguity specification?
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Our Approach: Use Natural Language Processing

Natural language processing (NLP) on English specifications
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Introduction

The Internet Protocol (IP) [1l] is used for host-to-host datagram
service in a system of interconnected networks called the

Catenet [2]. The network connecting devices are called Gateways.
These gateways communicate between themselves for control purposes
via a Gateway to Gateway Protocol (GGP) [3,4]. Occasionally a
gateway or destination host will communicate with a source host, for
example, to report an error in datagram processing. For such
purposes this protocol, the Internet Control Message Protocol (ICMP),
is used. ICMP, uses the basic support of IP as if it were a higher
level protocol, however, ICMP is actually an integral part of IP, and
must be implemented by every IP module.

ICMP messages are sent in several situations: for example, when a
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Semantic parsing:

e Understand the semantics of
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void £ill_ icmp_echo_sender (Echo_or Echo Reply Message hdr shdr, uintl6_t length,
int type_value) {
char *data = (char *) (hdr + 1);
// 8 for e

~ho message;
// 0 for echo reply message
hdr->type = type_value;
// Set code to 0
hdr->code = 0;
// If code equals 0, an identifier may be zero to help match echos and replies
if (hdr->code
hdr->identifier = 0;

}

// If code equals 0, a sequence number may be zero to help match echos and

// replies
if (hdr->code == 0) {

hdr _number = 0;
}
// For computing the checksum , the checksum field should be zero
hdr->checksum = 0;
// For computing the checksum, if the total length is odd, the received data
// is padded with one octet of zeros
if (isodd(length)) {
pad(&data, sizeof(xdata), 0, 1);
length += 1;
}
// The checksum is the 16-bit one's complement of the one's complement sum of
// the ICMP message starting with the ICMP Type
hdr->checksum = ul6bit_ones_complement (

Executable Code




Human in the Loop

Semantic parsing is not perfect
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void f£ill icmp_echo_sender (Echo_or Echo Reply Message hdr shdr, uintl6_t length,
int type_value) {

char *data (char *) (hdr + 1);

if (hdr->code 0) {
hdr->identifier = 0;

if (hdr->code == 0) {
hdr->sequence_number = 0;

di with
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Contributions

e Specifications use domain-specific language

Extend semantic parser with domain-specific syntax and semantics

e Semantic parsers have limitations

Automate disambiguation of poor semantic representations with checking
rules

e Semantic representations need to be converted into code

Compile semantic representations into executable code
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Sage Workflow
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Failing unit
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Semantic parsing

Input

Output

Sentence: “Checkum is zero”

NLP Parser

Logical Form: @ls(“checksum”, 0)
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Key Observation

A logical form is a unifying abstraction for disambiguation and code generation
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Domain Specific Extensions

Term dictionary with generic noun or noun phrase labeler

(@)

Domain specific semantics
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Domain Specific Extensions

Term dictionary with generic noun or noun phrase labeler

e Part of speech tagging: SpaCy
e Extended SpaCy's term dictionary

o e.g., ‘one’s complement”

Domain specific semantics
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Domain Specific Extensions

Term dictionary with generic noun or noun phrase labeler

e Part of speech tagging: SpaCy
e Extended SpaCy's term dictionary

o e.g., ‘one’s complement”
Domain specific semantics

e |diomatic usage

o e.g. “="signin “0 = Echo Reply”
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Ambiguity

CCG parser could generate zero or more than one logical forms (LFs)
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Ambiguity

CCG parser could generate zero or more than one logical forms (LFs)

Incomplete

If code = 0, identifies the octet where an error was detected

OLF
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Ambiguity

CCG parser could generate zero or more than one logical forms (LFs)

Incomplete If code = 0, identifies the octet where an error was detected OLF

To form a information reply message, the source and destination code?
addresses are simply reversed, the type code changed to 16, and the type?-
language checksum recomputed

Imprecise
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Winnowing Ambiguous Logical Forms

Type

Argument ordering

1+ LFs

Predicate ordering

1LF

Distributivity

Associativity

Checking rules
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SAGE Components

Code Generator
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Logical Forms to Code

Input

Output

Logical Form: @ls(“checksum”, 0)

Contextual Information

\/

Code generator

hdr->checksum = 0;
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Evaluation

TEST COMMANDS

PURPOSE

client ping -c 10 10.0.1.1
client ping -c 10 192.168.3.1
client ping -c 10 -t 1 192.168.
client traceroute 10.0.1.1

Test echo msg

Test dest unreachable msg
2.2  Test time exceeded msg

Test traceroute

N
o
B

# of Logical Forms
[ )

N 1O O

./

Base Type  Arg. Order  Pred. Distrib. Assoc.

Order

(a) ICMP



Tools for Disambiguating RFCs

Beyond Sage, there remains many
challenges unaddressed.
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SAGE Limitations

e Specification components

NAME

DESCRIPTION

Packet Format
Field Descriptions
Constraints
Protocol Behaviors
System Architecture
+ State Management
Comm. Patterns

Packet anatomy (i.e., field structure)
Packet header field descriptions
Constraints on field values

Reactions to external/internal events
Protocol implementation components
Session information and/or status
Message sequences (e.g., handshakes)

Table 1: Protocol specification components. SAGE supports those
marked with ¢ (fully) and + (partially).



Challenges

Paragraph or sentence-based
analysis

Mis-matched/mis-captured behaviors
Standalone or multiple RFCs

Single protocol or stack of protocols
Logic v.s. performance

Tools for Disambiguating RFCs

Jane Yen

h Govindan Barath Raghavan

J Rames]
University of Southern California  University of Southern California  University of Southern California

yeny@usc.edu
Abstract
For decades, drafling Internet protocols has taken signifi-
t rvisi

Comments (RFCs) to explan theif networking ideas in Eng-
sh. Thedr aie i to publish theie ideas globally and, typically,

to codify those ideas as 3 standard Draft RECs
are wed by members of work-

iguity Language. Given such ambiguity,it s

d editors; these individual dly consider

L that protocel long

hel i P).

ing
editorial and technical perspectives. Though the process
by which RFCs are developed is effective, and can identify
significant . or pastial et

we appl
fied sents RFCs,and
‘mentations automatically when the ambiguity is clarified.

authors to their drafts, the overall overhead of this human
supervision is significant.
REC editors follow & number of guidelines to review RFC

Howeves this system is far from general o deployable. To
fusther reduce the overhead and errors due to ambigy

t "
work remains to be done. In this paper, we consider what it
would take to produce a fully-general and useful system for
easing the natural-language challenges in the REC process.

" the
y
back-and-forth review process can be minimized The guide-

what order the sections should be in, what minimal infor-
‘mation should be stated clearly, and so forth. While thes.

e
time and sp .

form sty

do not effectively help authors o reviewers to identify tech-

Keywords nical issues. To tackle technical concerns in any RFC draft
tural protocol :
REC chnical detall
ACM Reference Format:

Jane Ve, Ramesh Govindan,snd Barth Raghavan. 2021, Tools o
isambiguatiog RFCs. In Applied Networking Research Worksh
(ANRW 21, July 24-30, 028, Virual ven, USA ACM, New York.

including natural language. pseudocode, formal specifica-
tions, real code, state machine diagrams, and more. While
pseudocod,

ferabl

NY.USA.7

1 Introduction

It has long been the case that protocol behaviors are dis-
cussed and debated in the networking community for years
before they are codified. The Internet Architecture Board
(L4B) [9], Intemnet Engineering Task Force (IETF), and In-
ternet Research Task Force (IKTF) [12] enable groups of in-
dependent networking professionals to draft Request for

@08
The ot e s o i
e e e
s s et 4

© 2021 Copyright hed by the owner/author(s).

Aot
R

due to its flexibility and readability. However, natural lan-
guage can also be fuzzy, which someimes leads to a fun-
damental technical problem. For example. “the Iype code
changed 10 0" I a verbatim sentence in Lntemet Control
Message Protocol (ICMP) RFC 23], The noun phase *type
code” can confuse areader as to whether it relers 1o a5 type
named "code” or & code named "type" or a specific potocol
header field named "type code’, I ny reader interprets the
noun phrase incorrectly, a packet may be generated incor-
sectly and get dropped by a receiver.

To stike the right balance when using natural lan-

y
For example, working groups and standards writers could
leverage techniques to avoid or reduce back-and-forth



Challenges

Paragraph or sentence-based
analysis

Mis-matched/mis-captured behaviors
Standalone or multiple RFCs

Single protocol or stack of protocols
Logic v.s. performance

Tools for Disambiguating RFCs

Jane Yen

h Govindan Barath Raghavan

J Rames]
University of Southern California  University of Southern California  University of Southern California

yeny@usc.edu
Abstract
For decades, drafling Internet protocols has taken signifi-
t jpervisi

Comments (RFCs) to explain their networking idess in Eng-
ish. Their aim s to publish their deas globally and, typically,
aft

to codify those ideas as 3 RECs
iguity language. Given such ambiguity, ftls &% wed by members of work-
L that protocol long 8 individuals manually consider
editorial and technical perspectives. Though the process
Tk ok bt o 2 byumm;mdevszednd«uw mdcmldmm‘y
We significant Gt i

{Rod séslaro ta HPCA. ad nulhm;lonthhtuvtlﬂlwahudnllhhhwmn

supervision is

‘mentations automatically when the ambiguity is clarified.

RECedtors olow s aumber of guidelines to review RFC

Howeves this system Is far from general or dtplny:bk To
Sethar reduce the oveshead and ecvors doe

i tobe done. I thi paper, we conaides what n

easing the natural | l.ume challenges mu.em process.

" the
y
back-and-forth review process can be minimized The guide-

what order the sections should be in, what minimal infor-
mation should be stated dnlly and so forth. While lhuz

€CS Concepts e and 1p
+ Networks — Formal iform styl
% do not effectively help authors of reviewers 1o identlfy tech-
Keywords nical Issues. To tackle technical concerns in any REC draft
stural Las protocol 3

ACM Reference Format:
Jane Yen, Ramesh Govindun, nd Barath Raghavan. 2021 Tools for
isambiguating RFCs. In Applied Networking Rescarch Worksh

REC chnical detall
including natural language. pseudocode, formal specifica-
tions, real code, state machine diagrams, and more. While
pseudocod,

ferabl

(ANRW 21}, July 24-30, 2021, Virtual Even, USA, ACM, New York.
NY.USA.7

1 Introduction

It has long been the case that protocol behaviors are dis-
cussed and debated in the networking community for years
before they are codified. The Internet Architecture Board
(L4B) [9], Intemnet Engineering Task Force (IETF), and In-
ternet Research Task Force (IKTF) [12] enable groups of in-
dependent networking professionals to draft Request for

@ogo

due to its fleibility and readability. However, natural lan-
guage can also be fuzzy, which sometimes leads to a fun-
dsmental technies] problem. For example, “the type code
changd fo 0 ls o vt senence n aemet Contol
FC [23]. “type
b i et b o type
‘named "code” or 3 code named type’ or 2 specific protocol
header field named ‘type code”. If any reader interprets the
‘noun phrase incorrectly, a packet may be generated ineor-
sectly and get dropped by a receiver.
To strike the right balance when using natural lan-
guage, we might ask the following question: Can we
systematically identify natural langoage ambiguity

NonComemercal-ShareAlik Internsional 40 Licenes

ANRW 21 July 24-30, 2021, Virtuad Svent, USA

© 2021 Copyright hebd by the owner/authors).

ACMISBN 978-1-4503-4014-4:
tpeidotomg 10 1S TS HT2S14

in network
accordingly? I dnen s e question would help
‘many stakeholders i the context of protocol specifications.
For example, working groups and standards writers could
leverage techniques to avoid or reduce back-and-forth



Challenges

Paragraph or sentence-based
analysis

Mis-matched/mis-captured behaviors
Standalone or multiple RFCs

Single protocol or stack of protocols
Logic v.s. performance

Tools for Disambiguating RFCs

Jane Yen

h Govindan Barath Raghavan

J Rames]
University of Southern California  University of Southern California  University of Southern California

yeny@usc.edu
Abstract
For decades, drafling Internet protocols has taken signifi-
t jpervisi

Comments (RFCs) to explain their networking idess in Eng-
ish. Their aim s to publish their deas globally and, typically,
aft

to codify those ideas as 3 RECs
iguity language. Given such ambiguity, ftls &% wed by members of work-
L that protocol long 8 individuals manually consider
editorial and technical perspectives. Though the process
Tk ok bt o 2 byumm;mdevszednd«uw mdcmldmm‘y
We significant Gt i

{Rod séslaro ta HPCA. ad nulhm;lonthhtuvtlﬂlwahudnllhhhwmn

supervision is

‘mentations automatically when the ambiguity is clarified.

RECedtors olow s aumber of guidelines to review RFC

Howeves this system Is far from general or dtplny:bk To
Sethar reduce the oveshead and ecvors doe

i tobe done. I thi paper, we conaides what n

easing the natural | l.ume challenges mu.em process.

" the
y
back-and-forth review process can be minimized The guide-

what order the sections should be in, what minimal infor-
mation should be stated dnlly and so forth. While lhuz

€CS Concepts e and 1p
+ Networks — Formal iform styl
% do not effectively help authors of reviewers 1o identlfy tech-
Keywords nical Issues. To tackle technical concerns in any REC draft
stural Las protocol 3

ACM Reference Format:
Jane Yen, Ramesh Govindun, nd Barath Raghavan. 2021 Tools for
isambiguating RFCs. In Applied Networking Rescarch Worksh

REC chnical detall
including natural language. pseudocode, formal specifica-
tions, real code, state machine diagrams, and more. While
pseudocod,

ferabl

(ANRW 21}, July 24-30, 2021, Virtual Even, USA, ACM, New York.
NY.USA.7

1 Introduction

It has long been the case that protocol behaviors are dis-
cussed and debated in the networking community for years
before they are codified. The Internet Architecture Board
(L4B) [9], Intemnet Engineering Task Force (IETF), and In-
ternet Research Task Force (IKTF) [12] enable groups of in-
dependent networking professionals to draft Request for

@ogo

due to its fleibility and readability. However, natural lan-
guage can also be fuzzy, which sometimes leads to a fun-
dsmental technies] problem. For example, “the type code
changd fo 0 ls o vt senence n aemet Contol
FC [23]. “type
b i et b o type
‘named "code” or 3 code named type’ or 2 specific protocol
header field named ‘type code”. If any reader interprets the
‘noun phrase incorrectly, a packet may be generated ineor-
sectly and get dropped by a receiver.
To strike the right balance when using natural lan-
guage, we might ask the following question: Can we
systematically identify natural langoage ambiguity

NonComemercal-ShareAlik Internsional 40 Licenes

ANRW 21 July 24-30, 2021, Virtuad Svent, USA

© 2021 Copyright hebd by the owner/authors).

ACMISBN 978-1-4503-4014-4:
tpeidotomg 10 1S TS HT2S14

in network
accordingly? I dnen s e question would help
‘many stakeholders i the context of protocol specifications.
For example, working groups and standards writers could
leverage techniques to avoid or reduce back-and-forth



Challenges

Paragraph or sentence-based
analysis

Mis-matched/mis-captured behaviors
Standalone or multiple RFCs

Single protocol or stack of protocols
Logic v.s. performance

Tools for Disambiguating RFCs

Jane Yen

h Govindan Barath Raghavan

J Rames]
University of Southern California  University of Southern California  University of Southern California

yeny@usc.edu
Abstract
For decades, drafling Internet protocols has taken signifi-
t jpervisi

Comments (RFCs) to explain their networking idess in Eng-
ish. Their aim s to publish their deas globally and, typically,
aft

to codify those ideas as 3 RECs
iguity language. Given such ambiguity, ftls &% wed by members of work-
L that protocol long 8 individuals manually consider
editorial and technical perspectives. Though the process
Tk ok bt o 2 byumm;mdevszednd«uw mdcmldmm‘y
We significant Gt i

{Rod séslaro ta HPCA. ad nulhm;lonthhtuvtlﬂlwahudnllhhhwmn

supervision is

‘mentations automatically when the ambiguity is clarified.

RECedtors olow s aumber of guidelines to review RFC

Howeves this system Is far from general or dtplny:bk To
Sethar reduce the oveshead and ecvors doe

i tobe done. I thi paper, we conaides what n

easing the natural | l.ume challenges mu.em process.

" the
y
back-and-forth review process can be minimized The guide-

what order the sections should be in, what minimal infor-
mation should be stated dnlly and so forth. While lhuz

€CS Concepts e and 1p
+ Networks — Formal iform styl
% do not effectively help authors of reviewers 1o identlfy tech-
Keywords nical Issues. To tackle technical concerns in any REC draft
stural Las protocol 3

ACM Reference Format:
Jane Yen, Ramesh Govindun, nd Barath Raghavan. 2021 Tools for
isambiguating RFCs. In Applied Networking Rescarch Worksh

REC chnical detall
including natural language. pseudocode, formal specifica-
tions, real code, state machine diagrams, and more. While
pseudocod,

ferabl

(ANRW 21}, July 24-30, 2021, Virtual Even, USA, ACM, New York.
NY.USA.7

1 Introduction

It has long been the case that protocol behaviors are dis-
cussed and debated in the networking community for years
before they are codified. The Internet Architecture Board
(L4B) [9], Intemnet Engineering Task Force (IETF), and In-
ternet Research Task Force (IKTF) [12] enable groups of in-
dependent networking professionals to draft Request for

@ogo

due to its fleibility and readability. However, natural lan-
guage can also be fuzzy, which sometimes leads to a fun-
dsmental technies] problem. For example, “the type code
changd fo 0 ls o vt senence n aemet Contol
FC [23]. “type
b i et b o type
‘named "code” or 3 code named type’ or 2 specific protocol
header field named ‘type code”. If any reader interprets the
‘noun phrase incorrectly, a packet may be generated ineor-
sectly and get dropped by a receiver.
To strike the right balance when using natural lan-
guage, we might ask the following question: Can we
systematically identify natural langoage ambiguity

NonComemercal-ShareAlik Internsional 40 Licenes

ANRW 21 July 24-30, 2021, Virtuad Svent, USA

© 2021 Copyright hebd by the owner/authors).

ACMISBN 978-1-4503-4014-4:
tpeidotomg 10 1S TS HT2S14

in network
accordingly? I dnen s e question would help
‘many stakeholders i the context of protocol specifications.
For example, working groups and standards writers could
leverage techniques to avoid or reduce back-and-forth



Challenges

Paragraph or sentence-based
analysis

Mis-matched/mis-captured behaviors
Standalone or multiple RFCs

Single protocol or stack of protocols
Logic v.s. performance

Tools for Disambiguating RFCs

Jane Yen

h Govindan Barath Raghavan

J Rames]
University of Southern Calfornia  Usiversityof Southern California  Usiversity of Southern Calfornia

yeny@usc.edu
Abstract
For decades, drafling Internet protocols has taken signifi-
t jpervisi

Comments (RFCs) to explain their networking idess in Eng-
ish. Their aim s to publish their deas globally and, typically,
aft

to codify those ideas s 3 RFCs
iguity language. Given such ambiguity, itls 3¢ eviewed by mesbersofwork
l that protocol long ing. consider
ediorial and ek penpxum Though the process
hich
help of nataral »)
u;nlﬁunl

by Seso iyl authors to their dralh. wahud prrnte

supervision is

mulmnx .mlomlkdly when the ambiguity is clarified.

RECedtors olow s aumber of guidelines to review RFC

However this system s fa from genersl ot dtplny:bk To
Sether radoce head

okt e s T paper, we muldz:whalll
d 1l Tand

easing the natural-language challenges in the REC process.

the
y
back-and-forth review process can be minimized The guide-

what order the sections should be in, what minimal infor-
‘mation should be stated clearly, and so forth. While these
deaft g

€CS Concepts
+ Networks — Formal iform styl
% do not effectively help authors of reviewers 1o identlfy tech-
Keywords nical Issues. To tackle technical concerns in any REC draft
stural Las protocol 3

ACM Reference Format:
Jaoe Yo R Govindan, Bt Bagaran 11, Tol o
sambiguating RECs. In Applied Networking Research Workh

REC chnical detall
including natural language. pseudocode, formal specifica-
tions, real code, state machine diagrams, and more. While
pseudocod,

eferabl

ywnw 21}, July 20-30, 2021, Virrual Evens, USA. ACM, New York.
NY.USA.7

1 Introduction
It has long been the case that protocol behaviors are dis-

(1AB) 3], Internet Engineering Tk Force (IETF), and In-
ternet Research Task Force (IKTF) [12] enable groups of in-
dependent networking professionals to draft Request for

(©080

due to its fleibility and readability. However, natural lan-
guage can also be fuzzy, which sometimes leads to a fun-
dsmental technic] problem. For example, “the type
changd f0 0" ls s vt senence otemet Control
RFC [23]. “type
e can confuse a eader as to whether it refers o s  type
‘named "code” or 3 code named type’ or 2 specific protocol
header field named ‘type code”. If any reader interprets the
‘noun phrase incorrectly, a packet may be generated ineor-
sectly and get dropped by a receiver.
To strike the right balance when using natural lan-
guage, we might ask the following question: Can we
systematically identify natural langoage ambiguity

NonComemercal-ShareAlik Internsional 40 Licenes
ANRW 21 July 24-30, 2021, Virtuad Svent, USA

© 2021 Copyright hekd by the owneauthorts).
ACMISBN 478-1-4503-4014-0 2107
hitpe o g/ 10 1SITMS HTII

in network

accordingly? I dnen s e question would help

many
For example, working groups and standards writers could
leverage techniques to avoid or reduce back-and-forth



Current Work



Reduce Human Effort

N
. .
RFC \\ Ssar?sai?]tlc Disambiguation —— Code Generator Code
¥ \ > | :
! \ I I
: \\ | |
i ' ! Morethan1  Failing unit |
I | ' representations tests :
I I I
: | :

—————————————————————————————————————————————————————




Challenges

e Can we avoid writing an ambiguous sentence in the first place?

e \What kind of protocols are we going to support?



Solution Directions

e Can we avoid writing an ambiguous sentence in the first place?

A user interface guides spec author to produce only essential information

e \What kind of protocols are we going to support?



Solution Directions

e \What kind of protocols are we going to support?

Stateful protocols
(It requires to keep internal
states to decide operations)

NAME

DESCRIPTION

Packet Format
Field Descriptions
Constraints
Protocol Behaviors
System Architecture
+ State Management
Comm. Patterns

Packet anatomy (i.e., field structure)
Packet header field descriptions
Constraints on field values

Reactions to external/internal events
Protocol implementation components
Session information and/or status
Message sequences (e.g., handshakes)

Table 1: Protocol specification components. SAGE supports those
marked with ¢ (fully) and + (partially).
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